HNudopmaimonHas naMATKA /I8 HECOBEPILIICHHOJIETHUX 10 BOIPOCAM
KH0ep0e30NnacHOCTH
B ceTu «MHTEpHED)

KoMmnploTepHbie BUPYCHI
KoMmnbrorepHbiii BUPYC - 3TO pa3HOBHUAHOCTb KOMIIBIOTEPHBIX IPOrpPaMM,

OTJIMYUTEIBHON OCOOEHHOCTBIO KOTOPOM SIBISIETCS CIIOCOOHOCTh K Pa3MHOKEHUIO
(konupoBaHMI0). B jpomosHeHwe K 3TOMY, BUPYChl MOTYT IOBPEAUTH WM
MOJTHOCTHIO YHUYTOXKUTH Bce (hailyibl M TaHHBIE, TOJKOHTPOJIbHBIE TOJIH30BATEIIO,
OT MUMEHM KOTOpOro ObUIa 3amyllieHa 3apaxEHHasi IporpaMMa, a Takke MOBPEIUTh
WIN JJa)K€ YHUUTOXKUTH ONEPALlMOHHYIO CHUCTEMY CO BceMH (aiiamu B 1iesioMm. B
OOJIBIIMHCTBE CIIy4aeB pacIpOCTPaHAIOTCs BUPYCHl uepe3 NHTepHeT.

MeTtoabl 321U THI OT BPEAOHOCHBIX IPOrPaMM:

1. Hcnonb3yii COBPEMEHHBIE ONEPALMOHHBIE CUCTEMBI, UMEIOIINE
CEpBE3HBIN YPOBEHB 3aIUTHI OT BPEIOHOCHBIX IIPOrpaMM;

2. [TocTositHHO ycTaHaBnuBail matuu (UUGPOBBIE 3aIlIATKH,
KOTOpblE AaBTOMATHYECKH YCTAHaBIMBAIOTCA C IE€JIbI0 J0pabOTKH
OporpamMMmbl) M JApyrue OOHOBJICHHUS CBOEH ONEpPAllMOHHOM CHUCTEMBI.
CkauuBaii ux ToNbKO ¢ odunManbHOrO caita paspaborunka OC. Ecnu
CYLIECTBYET PEXHM aBTOMAaTHUYECKOI0 OOHOBJICHUS, BKJIIOUH €T0;

3. Paborail Ha cBOeM KOMIIbIOTEpPE MO MpaBaMH MOIb30BATEINs, a
HE aJMUHUCTpATOpa. DTO HE IMO3BOJUT OOJIBIIMHCTBY BPEIOHOCHBIX
IPOrpaMM MHCTAJUIMPOBATHCS HA TBOEM IEPCOHAIIBHOM KOMIIBIOTEPE;

4. Mcnonp3yil aHTHUBUPYCHBIE IPOTPaMMHBIE NPOIYKTHI
M3BECTHBIX MPOU3BOJAUTENEH, C aBBTOMAaTHUECKUM OOHOBJICHHEM 0a3;

5. OrpaHuuys QU3UYECKUNA JOCTYN K KOMIBIOTEPY I
NOCTOPOHHUX JIUL;

6. Hcnonp3yli BHEIIHME HOCUTENM HHPOpPMAIMU, TaKHe Kak
dnemka, auck wiaum Qain u3z MHTepHeTra, TONBKO W3 TMPOBEPEHHBIX
UCTOYHUKOB;

7. He orTkpsiBail KoMIbIOTEpHBIE (ailibl, MOTy4YECHHBIE U3
HEHaJEXHBIX HMCTOYHMKOB. Jlaxke Te ailnbl, KOTOpble MpHUCHal TBOI

3HaKOMBIN. JlyuIiie yTouHu y Hero, OTIpaBisil Jid OH Te0e ux.



Ceru WI-Fi

C nomompio WI-Fi MOXHO momydnTh OeCIIaTHBI HMHTEPHET-JOCTYI B
0OIIIECTBEHHBIX MecTax: Kade, OoTeNsaX, TOProBbIX IIEHTpax M a’pomoprtax. Ho
MHOTHE DOKCIEpPThl CUUTAlT, 4To obmenoctynmasie WiFi cetu He sBIsAIOTCS
0€30MacHBIMH.

Cosetbl 10 0e30macHOCTH PadoTHI B 001e10CTYNHBIX ceTax Wi-Fi:

1. He mnepenaBaii cBoro JHYHYIO HHPOpManmuio yepe3s
obmenoctynueie Wi-Fi cetn. Paboras B HHX, XKenareJbHO HE BBOJUTH
MapoJi JI0CTYIA, JJOTUHBI U KaKWE-TO HOMEPA;

2. HUcnons3ylhi u OOHOBISIH aHTUBUPYCHBIE MPOTPaMMBbl U
Opanamaysp. Tem caMbIM ThI 00€30ITaCHIIb C€0s1 OT 3aKAaYKH BUPyCa Ha TBOE
YCTPOMCTBO;

3. IIpu wucnonp3zoBanum Wi-Fi otkmoun dyskuo «OO0mui
noctyn K (Qaitnam u npuHTepam». J[lanHas QyHKUMsS 3aKpbiTa MO
YMOJTYaHHUIO, OJHAKO HEKOTOpPBIE IMOJb30BAaTEIN AKTUBUPYIOT €€ s
y100CTBa UCIIOIB30BaHUS B paboTe WK yueoe;

4. He wucnoneszyit nyOnmumuaeii WI-Fi mma mepenaun  JIUYHBIX
JAHHBIX, HAIlPUMEp, MJI BBIXO/IA B COIMAIBHBIC CETH WU B DJIEKTPOHHYIO
OYTY;

3. Hcnonw3yit Tonbko 3anuuieHHoe coequnenne uepes HTTPS, a
He HTTP, T.e. mpu HaGope BeO-aapeca BBOAM UMEHHO «https://»;

6. B Mo6mibHOM Tenedone otkitoun pyHKuuoo «llonkimouenue k
Wi-Fi aBromarunuecku». He pomyckali aBTOMaTHYECKOTO MOJKIIFOUCHHUS

ycTpoiicTBa k ceTsiMm Wi-Fi 6e3 TBoero cornacus.

ConvajapHbIe CeTH
CormanbHasi CE€Th — 3TO CAWT, KOTOPBIN MPEI0CTaBISIET BOBMOKHOCTD JIIOJISAM

OCYIIECTBIISATh OO0IIeHne Mexay coboit B Mutepnere. Yame Bcero B HHUX ISt
KaXXJIOTO YeJIOBEKa BBIJIENSAETCS CBOSI JMYHAs CTpaHWYKAa, HAa KOTOPOW OH
yKa3bpIBaeT O ce0e pa3iuuHyr0 HH(POPMAIMI0 HAuWHAs OT WUMEHH, (aMWInNu U
3aKaH4YMBas JIUYHBIMU (oTorpadusiMu. MHOTHE MONB30BATENM HE TOHUMAIOT, YTO
uH(popMarys, pa3MemeHHass UMHA B COITMAIBHBIX CETSIX, MOXKET OBITh HaiieHa U

HCIIOJIb30BdaHA KEM YIroaHO, B TOM YHCJIC HC 00s13aTEIBLHO C OJIaruMu HaMCPCHUAMMH.

OCHOBHBIE COBETHI IO 0€30MACHOCTH B COIMMAJILHBIX CETHAX:



1. OrpaHuyb CHUCOK Apy3eid. Y Teds B IPYy3bsAX HE JIOJKHO OBITh
CIIy4alHBIX ¥ HE3HAKOMBIX JIIOACH;

2. Jamuinail CBOK YacTHYH >KM3Hb. He ykaspiBail maposwu,
tenedoHbl, ajapeca, OaTy TBOEr0 pPOXACHUS U APYryl JHYHYIO
uH(pOpMALIHIO. 370YMBIIUIEHHUKHA MOTYT MCIOIb30BaTh J1axke MHPOPMALIUIO
0 TOM, KaK Thl U TBOM POAMTEIIH ILIAHUPYETE TPOBECTU KAHUKYIIbL;

3. 3amuinai CBOK penyTalHio — JEPKHU €€ B YACTOTE W 3aj]1aBai
cebe BOmpocC: XOTes Obl Thl, YTOOBI IPYrHe IMOJIB30BATEIN BUACIH, YTO ThI
3arpyxaemib? [logymaii, mpexme 4em dYTo-TO OIMyOJWKOBAaTh, HAMMCaTh U
3arpy3uTh;

4. Ecnu Tl TOBOpHIIb C JIFOABMH, KOTOPBIX HE 3HAEllb, HE
UCIIOJIB3YyHl CBOE peaabHOE UMS M JPYIyH JIMYHYIO HH(MOPMALUIO: KM,
MECTO KHUTEIbCTBA, MECTO YUeObI U MPOYEE;

5. N30eraii pasmemenuss ¢ororpaduii B MHTepHere, rne Tbl
U300pakeH Ha MECTHOCTH, IO KOTOPOW MOXXHO OIpPEIEIUTh TBOE
MECTOIOJIOKEHNUE;

6. [Ipu perucTpauum B COLUHUAJIBHOM CETH HEOOXOIUMO
UCIIOJIb30BAaTh CIIOKHBIE TMAapoiid, cocrosimue u3 OykB W mupp U ¢
KOJIMYECTBOM 3HAKOB HE MeHee §;

7. Jlyis conmanbHOM CeTH, MOYTHI U JPYTHUX CAWUTOB HEOOXOAMMO
UCIIOJIb30BaTh pa3Hble mnaposu. Torga ecium TeOs B3JIOMAKOT, TO

3JIOYMBIIIZICHHUKH I10JY4YaT JOCTYII TOJIBKO K OAHOMY MCCTY, a HC BO BCC

cpasy.

DJIEKTPOHHBIE IeHbIH
ONEeKTPOHHbIC JIEHBI'M — 3TO OYEHb YAOOHBIH CIMOCOO IJIaTexel, OIHaKO

CYILIECTBYIOT MOLIEHHUKH, KOTOPBIE XOTAT ITOIYYNUTh 3THU ICHBIHU.

DJIEKTPOHHBIE IEHBIH MOSIBUIIMCHh COBCEM HENABHO U UMEHHO M3-3a 3TOTO BO
MHOI'MX F'OCYAapCTBax 0 CUX IIOP HE MPOIKUCAHO PO HUX B 3aKOHAX.

B Poccun xe oHM (PyHKIMOHUPYIOT U O HUX YK€ IPOIKUCAHO B 3aKOHE, T/e
UX pas3leisAloT Ha HECKOJIBKO BUJOB — AaHOHHMMHBIE U HE aHOHUMHBIE. PasHuna B
TOM, YTO aHOHUMHBIE — 3TO T€, B KOTOPBIX pa3pelIaeTcs IPOBOAUTH ONepaluu 0e3
UACHTU(UKALUY T10TH30BaTElIs, @ B HE aHOHUMHBIX UACHTU(UKALIMS TOTB30BaTEINS

SIBJIAETCS 003aTeILHOM.



Taxxxe crnegyeT pas3nuyaTh D3JEKTPOHHbIE (UATHBIE JEHBI'M (pPaBHBI
rOCyIapCTBEHHBIM BaJlIOTaM) U DJEKTPOHHBbIE HE (HUAaTHBIE ACHBIU (HE pPaBHBI
rOCyJJapCTBEHHBIM BAJIIOTaM).

OcHoBHbBIE COBETHI 10 0e30MacCHO padoTe C 3JIEKTPOHHBIMH IeHbI'AMH:

1. [IpuBsixu Kk cuety MOOWIbHBIA TeaedoH. DTO camblil yIOOHBIN
U OBICTPBIN CITOCOO BOCCTAHOBUTH JIOCTYM K cueTy. [IpuBsizanubiii TenedoH
OMOKET, €CJIM 3a0yAellb CBOM IJIATEKHbIA Mapoib WIM 3aiIelllb Ha CAWT C
HE3HAKOMOTI'0 YCTPONCTBA;

2. HNcnone3yih onnopaszossle maponu. l[locine mnepexoma Ha
YCUJICHHYIO aBTOpH3alUI0 TeOe yxke He OyAeT yrpokaTb ONAaCHOCTb Kpaku
WIH [IepexBara IUIaTeXHOTO MapoJis;

3. Boibepu cnoxubiii napons. IIpectynHukam OyneT HENpOCTO
yrajaarh CIOXHBIM Maposib. HaxexxHele mapoin — 3TO Hapoiu, KOTOpPbIE
COJIEPKAT HE MEHEEe 8 3HAKOB M BKJIIOYAIOT B C€0sl CTPOYHBIE M MPOIHUCHBIE
OykBbI, IU(MPHI U HECKOJIHLKO CHUMBOJIOB, TaKHe Kak 3HAK JoJiiapa, (yHTa,
BOCKJIMIIATENbHBIN 3HaK U T.I. Hanmpumep, StROng!;;

4. He BBOIM CBOM JMYHBIE JaHHBIE HA CalTax, KOTOPBIM HE

JOBEPSCIIb.

DJIeKTPOHHAA NOYTA
DJEKTPOHHAS TOYTa — 3TO TEXHOJOTHS U MPEAOCTABISIEMbIC €0 YCIyTH T10

NEPECHUTKE U MOJTYUYEHHUIO IEKTPOHHBIX COOOIIEHUMN, KOTOPhIE PaCIpeNestoTCs B
KOMIBIOTEPHOU ceTh. OOBIYHO DBICKTPOHHBIM MOUYTOBBIM SIIUK BBITISAUT
CJIEIyIOIUM 00pa3oM: UMs_TOJIb30BaTeIsi(@umMs_JIoMeHa. Takxe Kpome nepeaadut
MPOCTOTO TEKCTA UMEETCS BO3MOKHOCTH TiepeaBaTh (haiiibl.

OcHOBHBIE COBETHI MO0 0€30MaCHO padoTe ¢ ITeKTPOHHOI MOYTOI:

1. Hano BbIOparh mpaBUiIbHBINA MOYTOBBIA cepBuc. B MHTEepHETE
€CTh OTPOMHBIN BBIOOP OECIUIATHBIX IMOYTOBBIX CEPBUCOB, OHAKO JIyYIIIE
JIOBEPATH TEM, KOTO 3HACIIb U KTO IIEPBBIA B PEUTHHIE;

2. He yka3piBail B JHMYHOW MOYTE JUYHYIO HHPOpPMALHIO.
Hampumep, nyumie BbIOpaTh «My3bIKaJIbHBIN (aHaT@» umu «pok2013»
BMECTO «TeMal3y;

3. Hcnonp3yli ABYX3TalmHYI0 aBTOPHU3ALUI0. DTO KOrAa IMOMUMO

MapoJsl Hy’)KHO BBOJUTH KOJI, TPUCHLIAEMBbIil 1o SMS;



4. Beibepu cnoxsbiil nmaposb. J[Is kKaxaoro moyToBOIO SIIMKA
JOJKEH OBITh CBOM HAJIEKHBIM, YCTOMYMBBIN K B3JIOMY apoOJib;

5. Ecimn ectb BO3MOXHOCTH Hamucarb €CamMOMy CBOM JIMYHBIM
BOIIPOC, UCIIOJIB3YH 3Ty BO3MOXHOCTb;

6. HNcnonb3ylh HECKONBKO IOYTOBBIX SIMIMKOB. IlepBbiit uis
YaCTHOM MEPENHCKU C aJpecaramMy, KOTOPBIM Tbl JOBEpsAEIIb. IJTO
AJIEKTPOHHBIN aipec He HAJ0 MCIOIb30BaTh MPU PErHCTpalUU Ha (popymax
U calTax;

7. He oTtkpriBaii (haiinbl u Apyrue BIOKEHUS B MTUChMaX Jake €CIH
OHM NPULUIA OT TBOMX Apy3el. Jlydiie yTouyHu y HHX, OTIPABISUIM JIM OHU
TeOe 9TU (Haiiisl;

8. [locne oxoHuanusi pabOThl Ha MOYTOBOM CEPBUCE IMEpen

3aKpBITUEM BKJIAJKH C CATOM He 3a0y/lb HaXKaTh Ha « BeITHY.

Kun6epOyJIMHT MM BUPTYAJIbHOE M31eBATENbCTBO
KubepOymmuar — 3TO mpecieoBaHUE COOOMCHUSIMH, COACPKAIUMHU

OCKOpOJIeHUS, arpeccuio, 3alyruBaHUe; XYJIHUTaHCTBO; COIMAJbHOE
OOMKOTHPOBAHHUE C TIOMOIIBIO PA3TMYHBIX HHTEPHET-CEPBUCOB.
OcHoBHbBIE COBETHI 110 00pbOe ¢ KHOEePOYIJIMHIOM:
1. He G6pocatics B 60ii. Jlydmmii cioco6: mocoBeTOBaThCS Kak ceOs
BECTH M, €CJIM HET TOro, K KOMY MOXHO OOpaTuTbCs, TO BHayajie
yCHOKOUThCA. Ecim Thl HauyHelb OTBEYaTh OCKOPOJEHUSIMHU Ha
OCKOpOJIEHHS, TO TOJIBKO €I11e OO0JIbIIE PA30KKEIIb KOH(DIUKT;
2. VYrpasnsii cBoeit kubeppenyTaiuei;
3. AHOHUMHOCTh B ceTu MHHMas. CymecTBYIOT CIIOCOOBI
BBISICHUTh, KTO CTOUT 32 aHOHUMHBIM aKKayHTOM;
4. He crout BecTu XymuraHckuii o0pa3 BHUPTYadbHON IKU3HH.
WNuTepHeT (ukcupyeT BCce TBOM JACUCTBUS M COXpPAHAET UX. YIAIUTh UX
OyaeT KpaliHe 3aTpyAHUTEIBHO;
5. Benu ce0st BEXKIMBO;
6. NrHopupyih enuHu4YHbd HeratuB. OmHOpa3oBbIE
OCKOpOMTENIbHBIE COOOIIEHHs Jy4lle WrHOpUpoBarb. OOBIYHO arpeccus

MPCKpAACTCA Ha HavaJIbHOM CTaaHuH,



7. bam arpeccopa. B mnporpammax oOMeHa MTIHOBEHHBIMHU
COOOIICHUSMHU, B COITMATBHBIX CETSIX €CTh BO3MOXXHOCTH OJOKHMPOBKH
OTIIPAaBKHU COOOIIEHHI C ONIPE/IETICHHBIX aJpeCOB;

8. Eciu Te1 cBuperens kubepOymiaunra. TBow nelcTBUS:
BBICTYIIUTH TIPOTUB MpeciefoBaress, IM0Ka3arb €My, YTO €ro JeHCTBHSI
OLICHUBAIOTCS HEraTMBHO, MOJAJEpXaTb MKEPTBY, KOTOPOH HYXHA
MICUXOJIOTUYECKass MOMOIIb, COOOIIUTh B3pOCIBIM O (haKTe arpecCUBHOIO

ITOBCACHUA B CCTH.

MoouibHbli TeaedoH

CoBpeMeHHbIe cMapT(OHBI U TUTAHIIIETHI COJIEPIKAT B ce0e BIIOITHE B3POCIBIN
GyHKIIMOHAJ, W Temepb OHU MOTYT KOHKYPHUPOBATh CO CTal[MOHAPHBIMHU
KoMrbioTepamu. OIHAKO CPENCTB 3aIUTHI JIJIs1 TTOIOOHBIX YCTPONCTB MOKA OYCHD
Masio. TecTupoBaHuWE W TIOMCK YSI3BUMOCTEH B HUX IMPOUCXOAUT HE TakK
UHTEeHCHBHO, Kak s [1K, To ke camoe kacaeTcss U MOOMIIBHBIX MPUIIOKCHUH.

CoBpeMeHHBIE MOOWIILHBIE Opay3epbl YK€ NPaKTUYECKH ITOTHAIU
HACTOJIbHBIE aHaJIOTH, OJHAKO paclupeHue (yHKIMOHANIA BIEYET 3a COOOi
OOJIBIIYIO CIIO)KHOCTh M MEHBIITYIO 3aIUIIIEHHOCTb.

Jlanexko He BCe MPOU3ZBOAMTENIM BBHIMTYCKAIOT OOHOBJICHUS, 3aKPbIBAIOIINE
KPUTUYECKUE YS3BUMOCTH JIJI1 CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI Il 0€30MACHOCTH MOOWJIBHOIO Tesied)oHA:

1. bynb octopokeH, Benp Korma Tebe mpeiararoT OecruiaTHBIN

KOHTEHT, B HEM MOTYT OBITh CKPBIThI KAKHE-TO TIJIaTHBIC YCIYTH;

2. Hymaii, npexae yem otnpaBuTh SMS, ¢oro wim Bugeo. Tobl

TOYHO 3HAEIIIb, I7Ie OHU OyTyT B KOHEUHOM HTOTE?

3. HeoOxoguMo OOHOBISATH ONEPALMOHHYIO CHUCTEMY TBOEIO
cmaptdoHa;
4.  Hcnonp3yil aHTHUBUPYCHBIE NPOTpaMMBbl I MOOUIBHBIX

TeneOHOB;

3. He 3arpyxail npuinokeHusi OT HEM3BECTHOIO MCTOYHUKA, BEIb

OHH MOTYT COJIEpKaTh BPEJOHOCHOE MPOrpaMMHOE 00ECIICUEHUE;

6.  Ilocne Toro kak Thl BBIMJEHIL C CailTa, I€ BBOJAWUJ JIMUYHYIO
uH(opManuio, 3aiii B HaCTPOiku Opay3epa u yaaiu cookies;
7. Ilepuonuueckn npoBepsd, KakKue IIATHBIE YCIyIrHu

AKTUBHUPOBAHbI HA TBOEM HOMCECPC,



8. JlaBaii cBOii HOMEp MOOMJIBLHOTO TeiedOoHA TOJBKO JIFOISM,
KOTOPBIX ThI 3HACIIIb U KOMY JOBEPSCIIIb;
9. Bluetooth noikeH OBITH BBIKJIOYEH, KOTrJa ThI MM HE

noJib3yenibesi. He 3a0biBait MHOTIA TIPOBEPSTH ITO.

DOUINUHT WIH KPasKa JUIHDbIX JTAHHbIX
I'maBHas Oeiab (1)I/IH_II/IHFa, BHUJa HWHTCPHCT-MOUMICHHUYCCTBA, COCTOUT B

NOJyYeHUH KOH(UIEHIMATBHBIX JAHHBIX IMOJIb30BaTeNed — JIOTMHOB W MapoJjeH.
Ha anrnuiickom si3bike phishing unraercs kak ¢ummar (ot fishing — peiOnas
JOBJIS, password — maposb).

OcHoBHbIE COBETHI 10 00pbOe ¢ PUIINHIOM:

1. Cnenu 3a CBOMM akkKayHTOM. Eciu Tl mog03peBacliib, YTO TBOSI
aHkeTa ObLa B3JIOMaHa, TO HEOOXOAUMO 3a0JIOKMPOBATh €€ W COOOIIHTH
aIMUHUCTPATOPaM pecypca 00 3TOM Kak MOKHO CKOpee;

2. Wcnonb3yii Oe3omacHble BeO-CailThl, B TOM YHCIE WHTEPHET-
Mara3uHOB U TTOMCKOBBIX CHUCTEM;

3. Hcnonb3yii cnoxHble U pa3Hble napoiau. Takum oOpa3om, eciu
TeOsI B3JIOMAIOT, TO 3JIOYMBIIIUICHHUKHU TOJy4aT JOCTYI TOJIBKO K OJHOMY
TBOEMY NMPO(UIIIO B CETH, a HE KO BCEM;

4. Ecnu TeGst B3nmomanu, TO HEOOXOIMMO MPEayNpeauTh BCEX
CBOMX 3HAKOMBIX, KOTOpbIE 0OaBJIEHBI y TE€OS B APY3bsAX, O TOM, 4YTO TeOs
B3JIOMQJIM W, BO3MOXHO, OT TBOEr0 MMEHH OyIeT pacchbulaThCs CIaM |

CCBUIKHM Ha (DUILIMHTOBBIE CANUTHI;

5. YcranoBu HajaexHbIM mapois (PIN) Ha MoOMIBHBIN TenedoH;
6. OTKJIF0YM COXpaHEHHE MMapoJis B Opaysepe;
7. He oTkprbiBaii aiiiasl 1 Ipyrue BIOKEHUS B MUCbMaX Jaxe eClu

OHU MPHUIIUIA OT TBOUX Apy3eu. Jlydille yTO4YHU y HHUX, OTIPABIISIIN JU OHU

Tebe 3Tu (Haibl.



