NMHOOPMALIMOHHASA NAMATKA A5 OBYYHAIOLLMNXCA

AnA PASMELLEHUA HA OOULINATIbHBIX UHTEPHET-PECYPCAX

C KaxabIM rogoM MOJIOAEXWN B MHTEPHETE CTAHOBUTLCS 60/blUE, a WKONbHUKN
OAHW M3 CaMblX aKTUBHbIX Nosb3oBaTesien PyHeTa. Mexay TeM, MOMUMO OFPOMHOIO
KOJIMYEeCTBa BO3MOXHOCTEN, MHTEPHET HeceT M npobnembl. Ta NamsTKa AOJIXKHA
nomo4b Tebe 6e30MacHO HaxXoAUTbLCS B CETW.

KomMnbroTepHble BUPYCbI

KOMMbIOTEPHbIA BUPYC - 3TO PasHOBUAHOCTb KOMMbIOTEPHbIX MNpPOrpaMm,
OT/INYMTENbHOM 0COBEHHOCTLIO KOTOPOW SABMSIETCSA CMOCOBHOCTb K pa3MHOXEHU0. B
[IOMNONIHEHME K 3TOMY, BUPYCbl MOFYT MOBPEAUTb WU MOMHOCTbI YHUUTOXUTb BCE
daiinbl U AaHHble, MOAKOHTPO/IbHbIE MOSb30BaTENO, OT MMEHW KOTOpPOro 6binia
3anylleHa 3apaXXeHHasl NporpaMMa, a TakXe MNoBpeAuTb WUAN AaXe YHUUTOXMUTb
ONepaLMoHHY CUCTEMY CO BCeMM GainamMm B LeNoM. B 60/1blUMHCTBE Clyyaes

pPacrnpoCTpaHATCA BUPYCbl HEPE3 NMHTEPHET.
MeToAbl 3aLlMTbl OT BPeAOHOCHbIX NPOrpamMmM:

1. Ncnonb3yn  COBpEMEHHble  OnepauuoOHHble  CUCTEMbI, UMelLue
Cepbe3Hbl YPOBEHb 3alUUTbl OT BPEAOHOCHbIX MPOrpaMm;

2. MocTosAHHO YycTaHaeAuBan natum (undpoBbie 3annaTkuv, KoOTopble
aBTOMaTMYeCKM YCTaHaBAMBAKTCA C Uenbk AopaboTkuM nporpammbl) M gpyrme
obHOBNEHUSA CBOEN onepaLmMoHHON cucTteMbl. CKaumBanm UX TObKO C 0puLManbHOro
canTa pa3spabotumnka OC. Ecnm cywecTByeT peXxmM aBTOMaAaTUYECKOro obHoBNeHUS,
BKJ/1IOUU €ro;

& Pabotan Ha cBoeM KOMMbKOTEpPE MOZ MNpaBaMu MNONb30BaTens, a He
aAMUHUCTpATOpa. DTO He no3BOANT 60NAbWMHCTBY BpPEeAOHOCHbIX MporpaMm
WHCTaNNMPOBATbCS HA TBOEM NEPCOHANIbHOM KOMMbIOTEpPE;

4. Mcnonb3yn aHTMBUPYCHblE MNpOrpaMmMHble  MPOAYKTbl  U3BECTHbIX
npom3BoAnTENEN, C aBTOMAaTUYeCKnUM obHoBNeHMEM 6a3s;

5. OrpaHuyb GU3nNYeCcKnin 4oCTyN K KOMMbOTepy 415 MOCTOPOHHUX NULL;

6. Ncnonb3yn BHeEWHUE HOoCUTENN MHdOopMaumm, Takme Kak dnewka, AncK
nnn ann n3 MHTepHeTa, TOJIbKO N3 NPOBEPEHHbIX UCTOYHUKOB;

7. He oTKpbiBalh KOMMbIOTEPHbIE dannbl, MOAYYEHHbIE W3 HEeHaAEXHbIX
MCTOYHUKOB. [laxe Te dannbl, KOTopble Npucaan TBOM 3HAKOMbIN. Jly4dlle yTOYHN Y
Hero, oTnpasnsan nn oH Tebe unx.

Cetn WI-FI

Wi-Fi - 3To He BMA nepeaayn AaHHbIX, HEe TEXHO/0rMs, a BCEro nuuwb 6peHa,
Mapka. Ewe B 1991 roay HuaepnaHackas KoOMMaHus 3apeructpupoBana 6peHa
"WECA", u4to0 o0603Hauano cnosoco4yetaHue "Wireless Fidelity", koTopbin



nepeBoAnTCa Kak "6ecnpoBogHas TOYHOCTL".[JO Hallero BpeMeHu aowsia gpyras
abbpeBunaTypa, KOTOopas ABASETCSA TaKoKn Xxe TexHonormen. 1o abbpesmatypa "Wi-
Fi". Takoe Ha3BaHue 6bI10 AaHO C HAMEKOM Ha CTaHAApPT BbICLWIEN 3BYKOBON TEXHUKMN
Hi-Fi, uTo B nepeBoae o03Ha4daeT "BblCOKas TOYHOCTbL".
[a, 6ecnnaTtHbIM MHTEPHET-AOCTYN B Kade, OoTensx u asponopTax sBAseTCH
OT/INYHOM BO3MOXHOCTbIO BbIX0AA B MHTEpPHET. HO MHOrmMe akcnepTbl CYMUTAOT, YTO
obwepnoctynHble Wi-Fi ceTn He aBnsitoTcs 6e30nacHbIMK.
CoseTbl no 6e3onacHOCTK paboTbl B 06LwenocTynHbix ceTtax Wi-fi:
1. He nepepaBaln cBOO NNYHYIO MHPOpMaumto yepes obweaoctynHbie Wi-Fi
ceTn. PaboTtasa B HUX, XenaTesibHO He BBOAUTb NaposnM A4OCTyNa, JIOrMHbl U KaKne-To
HOMepa;
2. Ncnonb3yn n o6HOBNAN aHTUBUPYCHble NporpamMmMbl 1 bpaHamayep. TeMm
caMbIM Tbl 06e3onacuilb cebs OT 3aKayuku BUpyca Ha TBOE YCTPOMUCTBO;
3. Mpu ncnonbeszosaHnm Wi-Fi otknoum dyHkuumio "O6bwmin goctyn K dannam
M npuHTepam". [aHHas QyHKUMSA 3aKpbliTa MO YMOAYAHWUIO, OAHAKO HeKOoTopble
Nosib30BaTeNN aKTUBUPYIOT ee Ang yaobcrea Mcnonb3osBaHmsa B pabote nnm yyebe;
4. He wucnonb3yn nybnanuyHbin WI-FI ang nepefaym NMYHbIX AaHHbIX,
HanpuMmep, ANs BbIX04a B cOUMANbHbIE CETU UM B SNIEKTPOHHYIO MOYTY;
5. Mcnonb3yn TONbKO 3aluMleHHoe coeanmHeHne vyepe3 HTTPS, a He HTTP,
T.e. npun Habope Beb-aapeca BBoan nmeHHo "https://";
6. B mMobunbHoOM TenedoHe oTkaoun dyHkumio "lMogkntoyveHmne Kk Wi-Fi
aBToMaTuyeckn". He gonyckam aBTOMaTUYECKOro NoAKJAYEHNS YCTPONCTBA K CETSIM
Wi-Fi 6e3 TBOero cornacwus.

CoumnanbHble cetn

CoumanbHble CeTM aKTUBHO BXOASAT B HawWy XW3Hb, MHOrmMe noan paboTtatoT um
XWBYT TaM NOCTOSAHHO, a B Facebook yxe 3aperncrpupoBaH Munnamnapg 4enoBek, 4to
SIBNISETCA OAHOW CeabMOM BCeX XuTenem nnaHeTbl. MHOrmMe nonb3oBaTeNn He
NOHMMAIOT, YTO MHDOPMaLUs, pa3MeLleHHas MMU B COLUManbHbIX CETSX, MOXeT ObITb
HangeHa M UCMosib30BaHa KeM YroAHo, B TOM 4yucne He obsizaTenbHo C 6rarvmu
HaMepeHusAMN.

OcHoOBHble coBeTbl N0 6@30NacHOCTM B COUManbHbIX CETAX:

1. OrpaHuyb CrnCcok apysen. Y Tebsa B Apy3bsX He A0/KHO 6bITb CNyYanHbIX
N HE3HAKOMbIX Noaeln;

2. 3awmuiam CBOK YacTHYH XM3Hb. He ykasbiBanW naponu, TenedoHsbl,
aZpeca, AaTy TBOEro poXXAEeHUS U APYTYIO0 IMYHYO MH(OPMaLUUIO. 3/10YMbIWIEHHUKN
MOryT MCMOJSIb30BaTh Aaxe MHpOopMaLMIoO O TOM, KaK Tbl U TBOU pOAUTENN NSIaHUpPYeETe
NPOBECTU KaHUKYbI;

3.  3awuuiaii cBoK penyTauuto - AEPXKM ee B UNCTOTE U 3aaaBait cebe Bonpoc:
xoTen 6bl Tbl, YTOObI APYyrMe Nonb3oBaTeNN BUAENM, YTO Thbl 3arpyxaelb? Moayman,
npexae 4YeM 4YTo-TO Ony6/MKOBaTb, HamucaTb M 3arpy3vTb; C/U Tbl FOBOPULLbL C



NHAbMWN, KOTOPbIX HE 3HAELb, HE UCMOJIb3YN CBOE peasibHOe UMS N APYTYHO INYHYIO
MHpOPMaUMKN: UMS, MECTO XUTENbCTBA, MECTO y4ebbl 1 npoyee;

4, N36eran pasmeleHmsa potorpaduimm B MHTepHeTe, rae Tbl n306paxkeH Ha
MECTHOCTM, N0 KOTOPOM MOXHO OnpeaesnTb TBOE MeCTOMOJI0XeEHNE;

5. Mpn perncrpauMm B couManbHOM CeTU HeobxoaMMO UCMNOb30BaTb
C/IOXHble naponun, coctoswme n3 6yks n UMdp N ¢ KOIMYECTBOM 3HAKOB He MeHee
8,

6. Ons couymanbHOWM CeTW, MnoYTbl WM ApYyrMx canmToB Heobxoanmmo
MCMOSIb30BaTb pa3sHble Napoau. Toraa ecnm t1ebsa B3/1OMAKOT, TO 3/10YMbILLUIEHHUKHN
noay4aT A4OCTYN TOSIbKO K OAHOMY MeCTy, a He BO BCe cpasy.

ANEeKTPOHHbIE AeHbIM

DNEeKTPOHHble AeHbrM - 3TO O4YeHb YAOGHbIM cnocob nnatexen, OAHAKO
CYLLECTBYIOT MOLWIEHHMKWN, KOTOPbIE XOTAT NOJYUYUTb 3TN AEHbIN.

DNEKTPOHHbIE AeHbMM MosIBUANCb COBCEM HEeAaBHO M MMEHHO M3-3a 3TOro BO
MHOIMMX rocygapcreax A0 CMX NOpP HE NPOMMUCaHO NPO HMX B 3aKOHaX.

B Poccum e OHM PYHKLMOHUPYIOT M O HUX YXKE NMPONUCaHO B 3aKOoHe, rae mx
pa3fenstoT Ha HECKOJIbKO BUAOB - aHOHUMHbIE U HE @aHOHUMHbIE. Pa3Huua B TOM, 4YTO
AaHOHMMHbIE - 3TO Te, B KOTOPbIX pa3pellaeTcs npoBoAUTb onepauun 6e3
naAeHTUPUKaUMM Nosb3oBaTens, a B HEAHOHUMHbIX MAEeHTUdUKaUns nonb3oBaTens
aBnseTca obsg3aTesibHOMN.

Takxke cneayer pasnmyaTb J/IEKTPOHHble GuUaTHble AeHbrn  (paBHbI
rOCYAapCTBEHHbIM BasloTaM) WM 3NEeKTPOHHble HedwuaTHble AeHbrn (He paBHbI
rocyfapCTBEHHbIM BanTaMm).

OcHoOBHble coBeTbl No 6e3onacHon paboTe C 3NeKTPOHHbIMU AeHbramMu:

1. MpuBsSXKN K cyeTy MOBU/IbHbIN TenedoH. To caMbl YA0OHbLIN U 6bICTPbIN
cnoco6 BOCCTaHOBMTb AOCTYyn K cyeTy. [NpuBsA3aHHbIN TenedoH MNOMOXeT, ecnu
3abygelwb CBOM NAATEXHbIXW Naposb WAWM 3akjellb Ha CaWT C He3HaKoMoro
YCTPOMCTBA;

2. Mcnonb3yn opgHopasoBble naponu. [locne nepexoda Ha YCUAEHHYHO
aBTopusauunto Tebe yxe He OyaeT yrpoxaTb OMNACHOCTb KpaXu WM nepexsaTta
NAaTEXHOro Napons;

3. Bbibepun cnoXHbl naponb. MNpectynHukam 6yaeTt He nNpocTo yragaTb
CNIOXHbIM Naponb. HagexHble naponn - 3To Naposun, KoTopble CoaepXaT HE MeHee
8 3HaKOoB M BK/OYAIOT B Cebsl CTpOYHbIE U MPONUCHbIe BYKBbI, LN Pbl N HECKOJIbKO
CMMBOJIOB, TaKMe Kak 3HaK gosnapa, (QyHTa, BOCKAMUATENbHbIA 3HAK U
T.n., HanpwumMe p, $tROng!;

4. He BBOAM CBOMU JINYHbIE AAHHbIE HA ca17|Tax, KOTOPbIM HE AOBEPSAELLb.

DJIeKTPOHHasA noyrta



DNEeKTPOHHas No4YTa - 3TO TEXHONOrMA W NpeaocTaB/sieEMble €l YyCyru no
nepecbike M NONYYEHUIO SMIEKTPOHHbLIX COO6LLEHUIM, KOTOpble pacnpeaenstoTca B
KOMMbOTEPHON ceTu. O6bIYHO  3NEeKTPOHHbLIA  MNOYTOBbLIM  SAWWK  BbIFSAUT
cnegywowmm o6pasom: nMS_nonb3oBaTens@uMs_aoMeHa. Takxke KpoMe nepenayumn

NPOCTOro TeKCTa, UMEETCS BO3MOXHOCTb nepenasaTb dansibl.
OcHoBHble coBeTbl N0 6e3onacHom paboTe C 2N1eKTPOHHOW NOYTON:

1. Hapgo Bbi6bpaTb npaBuibHbIA MNOYTOBbIN CepBUC. B WHTepHeTe ecCTb
OrpoOMHbIN BbI6Op 6ecnnaTHbIX NOYTOBbLIX CEPBMCOB, OAHAKO Jlyylle AOBepsTb TeEM,
KOro 3Haelwb, U KTO NepBblM B peUTUHIE;

2. He ykasbiBa B IMYHOW Mo4yTe SIMYHYIO MHDOpMaumto. Hanpumep, nydwe
BblbpaTb "My3blkanbHbIM_paHat@" nan "pok2013" BmecTto "Temal3";

3. Mcnonb3yn ABYyX3TaAnMHyk asTopuM3auumio. DTO Korga MNOMMMO Napons
HY>XHO BBOAMTb KOZ, NpUcCbliaeMbin no SMS;

4, Bbibepn cnoxXHbIM Naposib. ns KaXKaoro noyYToBOro Awmka gosmkeH 6biTb
CBOM HaAEeXHbIW, YCTONYMBbLIA K B3/IOMY Naposib;

5. Ecnn ectb BO3MOXHOCTb HanuMcaTb CaMOMy CBOW JIMYHbIA BOMPOC,
NCMOJIb3YN 3TY BO3MOXHOCTb;

6. Ncnonb3yn HECKONbKO MNOYTOBbIX SAWMKOB. [lepBbln Ans  4acCTHOM
nepennckn C agpecatamum, KOTOPbIM Tbl AOBepsellb. DTO 3/IeKTPOHHbIN afpec He
HaJo MCNOIb30BaTb NpPU perucrpaumn Ha popymax u canmtax;

7. He oTkpbiBain annbl U ApYyrnue BNOXEHUSA B MUCbMax, AAXe €C/in OHWU
NpUWAN OT TBOMX Apy3en. Jlydlwe YyTOYHM Yy HWUX, OTNpaBNsAu nu OHM Tebe 3Tn
dannbl;

8. NMocne oKkOHYaHuMsA paboTbl HA MNOYTOBOM CepBUCE Mepea 3aKpbiTUeM

BKIAaAKWN C CAauToM He 3abyab HaXkxaTb Ha "Bbintn".
KnbepbynnuHr unm BuptyanbHoe nsaeBaTtenbCTBO

KnbepbynnunHr - npecnenoBaHme cooblieHUsMK, coaepxalinmm ockopbnenus,
arpeccuio, 3anyrmBaHue; XyJauraHcTBo; couunanbHoe H60MKOTUpPOBaAHME C MOMOLLbIO
Pa3/INYHbIX NHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ kKNbepbyNNNHIOM:

1. He 6pocarics B 60i. Jly4ywmnn cnocob: nocoseToBaTbCs Kak cebs BeCcTu u,
€CNIn HeT TOoro, K KOMy MOXHO 06paTuTbCsl, TO BHauase ycrnokouTbcsa. Ecnu Tbl
HayHewb OTBeYyaTb OCKOpbAeHMAMM Ha ockopbneHus, TO TOoNbKo eue 6onble
pa3soXxXelb KOHMNINKT;

2. YnpaBnsn ceoen knbeppenytaumen;

3. AHOHWMHOCTb B ceTU MHUMas. CyLecTBYHOT CNocobbl BbISCHUTb, KTO CTOUT
3@ @HOHMMHbIM aKKayHTOM;

4. He cTtouT BecTuM XynuraHckmm obpas BUpPTyasbHOM XU3HU. WNHTepHeT
dukcmpyetr BCe TBOM [AEUCTBUA U COXpaHsaeT ux. Yaanutb uX 6byaet KpanHe



3aTpPYAHUTENBHO;
5. Cobniogali CBOO BUPTYanbHYI YE€CTb CMOMOAY;

6. UrHopupyn eauHu4HbIM  Heratmue. OaHopas3oBble OckopbuTenbHble
coobuweHunsa nydwe nrHopmpoaTb. O6bIYHO arpeccms npekpawaeTcs Ha Ha4yasbHOM
cTagmu;

7. BaH arpeccopa. B nporpamMmax obMeHa MrHOBEHHbIMU COObBLLUEHNAMN, B
COUMANIbHbIX CETSX eCTb BO3MOXHOCTb 6JIOKMpPOBKM OTNpaBku coobuweHun c
onpeaesieHHbIX aapecos;

8. Ecnu Tbl cBuaeTenb knbepbynnuHra. TBon 4eNCTBUSA: BbICTYNUTb NMPOTUB
npecinenoBsartend, MnNoKa3aTb €My, 4YTO €ro ,EI,GVICTBVIFI oueHnBaKTCA HeratTmBHO,
noaaepXXaTb XEPTBY, KOTOPOM HYXHA MNCUXOA0rnyeckass MNOMOLb, COOBWUTb
B3pOCJ/ibIM O CbaKTe arpeccmMBHOIo rnoBegeHMA B CETHU.

Mo6unbHbIN TenedoH

CoBpeMeHHble cMapTdOHbl U NAaHWeTbl coaepXaT B cebe BMosiHE B3POC/bIi
yHKUMOHAN, W Tenepb OHWU MOryT KOHKYpMpOBaTb CO CTaUMOHAPHbIMU
KoMmnbtoTepamn. OgHaKko, CpeAcTB 3awmTbl A9 NOAOO6HbLIX YCTPOMCTB MOKa O4YeHb
Mano. TecTupoBaHMe U NOUCK YS3BUMOCTEN B HUX MPOUCXOAUT HE TaK MHTEHCUBHO,
kKak ana MK, To ke camoe KkacaeTcs U MOOBUIIbHbIX MPUTOXKEHUNA.

CoBpeMeHHble MObunbHble 6pay3epbl yXXe NMpakTUYeCKU AOrHanam HacTOJIbHblE
aHanormn, ogHaKko paclwupeHue @yHKUMoHana Bre4dyeT 3a cobomn 60/bLlyO0 CITOXHOCTb
N MEHbLUYIO 3aLMLLEHHOCTb.

[aneko He BCe nNpou3BOAUTENM BbINyCKalOT OOHOBMEHMS, 3aKpbliBakowwue
KpUTUYEeCKne ysa3BMMOCTU A1 CBOUX YCTPOMCTB.

OcHOBHble coBeTbl ANns 6e30nacHOCTM MOBUIbHOro TeniedoHa:

Huyero He gBnseTca no-HactosweMmy 6ecnnaTHbIM. Byab OCTOpOXeH, Benb,
korga Tebe npegnaratoT 6ecnnaTHbIN KOHTEHT, B HEM MOryT 6bITb CKPbITbl Kakme-To
NAaTHbIE YCIYru;

Ayman, npexae 4yeM oTnpaButb SMS, doTo nnu emaeo. Tbl TOYHO 3HaeWb, rae
OHU 6yAyT B KOHEYHOM Utore?

HeobxoanmMo 06HOBAATL OMEpauMOHHYKD CUCTEMY TBOero CcMapTdoHa;
Ncnonb3yn aHTUBMPYCHbIE NPOrpaMMmbl 4519 MOBUNbHbBIX TefedOHOB;

He 3arpyxan nNpuaoXeHus OT HEWU3BECTHOr0 WCTOYHMKA, BeAb OHM MOryT
coAepxaTb BpeJOHOCHOe nNporpaMMHoe obecneveHue;

Mocne TOro Kak Tbl BblWAewWwb C caWTa, rae BBOAMA JINYHYKD MHMOpMaUMIo,
3aKam B HaACTpPOWKKM bpaysepa u yaanu cookies;

MNepuoanyeckn npoBepsi, Kakuve MniaTHble YCNyrn akTMBMPOBAHbl Ha TBOEM
HoMepe; [aBail cBOM HOMep MObWAbHOro TenedoHa TONbKO ASM, KOTOPbIX Tbl
3HaelWb U KOMY AoBepsiellb;

Bluetooth ponkeH 6bITb BbIKAKOYEH, KOrAa Tbl UMM He nofb3yewbcs. He
3abbiBa MHOrAa NpoBEpPSATb 3TO.



Online urpsbl

CoBpeMeHHble OHTaNH-UIrpbl - 3TO KPAaCoYHble, 3aXBaTbiBalOLMe pa3BlevyeHuns,
obbegnHsAOWME COTHU ThICAY YesioBeK Mo BCEMY MUPY. VIrpoKK UccnenyroT AaHHbIN
MM MUp, 06LWATCA APYr C APYrOM, BbIMOAHAIKOT 3a4aHNS, CPaXatoTCs C MOHCTpamMu 1
noNy4arT onbIT. 3a YAOBONLCTBME OHWM MNAATAT: MOKYyNakwT AUCK, ONJayvymBaroT
aboHeMeHT unmM npuobpeTaloT Kakue-To onumu. Bce 3Tm cpencresa umayT Ha
nogaep)xaHuve W pas3BuTME Urpbl, a TakXke Ha caMy 6e30nacHOCTb:
COBEPLUEHCTBYIOTCS CUCTEMbl aBTOPU3aLMKM, BbiNyCKalOTCS HOBble NaTuu (Undposble
3anaaTtku 4n89 NporpamMM), 3akpblBaloTCs YS3BUMOCTU CEPBEPOB.

B nogobHbIX nrpax CTouMT onacaTbCs He CTOJ/IbKO CBOMX COMEPHUKOB, CKOJIbKO
Kpa>n TBOEro rnaposs, Ha KOTOPOM OCHOBaHa cucTeMa aBTopu3aumn 601bLIMHCTBA
nrp.

OcCHOBHble coBeTbl N0 6€30NacHOCTM TBOEro UrPOBOIr0 akKayHTa:

1. Ecnhv pagpyronm wurpok Beger cebs nnoxo wam  co3gaer  Tebe
HENPUATHOCTU, 3ab6N0KNPYM ero B CMCKe UIPOKOB;

2. Moxanynca agMMHUCTpATOpPaM WUrpbl Ha [MJIOX0e rMoBeAeHune 3TOro
UrpokKa, XenatesibHO NPUAOXKUTb Kakme-TO AoKa3aTeNbCTBa B BUAE CKPUHOB;

3. He ykasbiBan IMYHYIO MHOPpMaLUo B Npodansie nrpbl;

4, YBaxkan Apyrux y4acTHUMKOB MO Urpe;

5. He ycTtaHaBnmeBan HeodmuUManbHbIE NAaTYN U MOAbI;

6. Ncnonb3yn CoXHbIE N pa3Hble Naposu;

7. [axe BO BpeMs Urpbl He CTOUT OTK/AOYaTb aHTMBMpYC. [loka Tbl

nrpaewb, TBOW KOMMNbIOTEP MOryT 3apasunTb.
DULINHI nnun KpaXa JIN4YHbIX AaHHbIX

OO6bI4YHOM KpaXen AeHEer n AOKYMEHTOB CEroAHs yXe HUKOro He yAMBULLb, HO C
Pa3BUTUEM UHTEPHET-TEXHOOIMA 3/10YMbILLIEHHUKN NEPEMECTUINCL B UHTEPHET, U
NPOAO/IKAT 3aHMMaTbCs "NbumMbiM" genom.

Tak nosiBUWIacb HOBas Yyrpo3a: WHTEPHET-MOLIEHHMYEeCTBa WM DULLIKHT,
rnaBHas LUe/Slb KOTOPOro COCTOUT B MONYYEHUU KOHMDUAEHUMANbHbLIX AaHHbIX
nosib3oBaTesien - IOFMHOB M Naponen. Ha aHrnnmckom a3sbike phishing uMtaeTcs kKak
duwwuHr (ot fishing - peibHaga nosns, password - naposb).

OcHoBHble coBeTbl N0 6opbbe ¢ PULLNHIOM:

1. Cneaun 3a CBOMM akKayHTOM. Ecnu Tbl nogo3peBaellb, YTO TBOS aHKeTa 6bina
B3/lOMaHa, TO Heobxoammo 3abnokupoBaTb €e U COObWUTb aAMUHUCTpaTOopam
pecypca 06 3TOM KakK MOXHO CKopee;

2. Mcnonb3yn 6e3onacHblie Beb6-camTbl, B TOM 4YMUCe, UHTEPHET-MarasnHoB
N MONCKOBbIX CUCTEM;

3. Mcnonb3yn CNoXxHble M pasHble naponu. Takmm obpa3om, ecnm Tebs



B3/IOMAlOT, TO 3/10YMbIWEHHUKN MNoay4YaT AOCTYN TONbKO K OAHOMY TBOeMy
Npoduto B CETU, @ HE KO BCEM;

4, Ecnn T1ebs B3nomann, TO HeobxoaAuMMO npeaynpeauTb BCEX CBOMX
3HaKOMbIX, KOTOpble fobaBneHbl y Teba B Apy3baX, O TOM, 4To Tebs B3noManu u,
BO3MOXHO, OT TBOEro MMeHn byaeT paccbinaTbCa CNaM U CCbIKM Ha (DULLIMHIOBbIE
CanThl;

5. YcTtaHoBW HagexHbIr naponb (PIN) Ha MO6uNbHLIN TenedoH;

6. OTkNO4M coxpaHeHne napons B 6paysepe;

7. He oTkpbiBan ¢annbl U Apyrve B/IOXEHUSA B NMUCbMax, AaXe eCc/in OHU
ApULWAN OT TBOMX Apy3en. Jlydwe yTOYHM Yy HUX, OTNpaBas/In Nn OHM Tebe 3Tn
dannbl.

LUndpoBas penyraumsa

LindbpoBasa penyTauus - 3TO HeraTMBHas UK NO3UTUBHAA MHdOpMaLUUs B CETU
o Tebe. KomnpomeTupytowas uHdbopMauus, pasMelleHHass B WMHTEpPHETE, MOXET

cepbe3HbiM 06pa3oM OTPa3nTbCS Ha TBOEW peanbHOM Xn3HK. "LUndposas penytaumsa”
- 3TO TBOM UMUK, KOTOPbIK popMupyeTcsa n3 nHpopmaumm o Tebe B UHTEPHETE.

TBOE MECTO XUTeNnbCTBa, y4ebbl, TBoOe DMHAHCOBOE MOSIOXKEHUE, 0COHBEHHOCTH
XapakTepa M pacckasbl 0 6/IM3KMX - BCE 3TO HaKanamMBaeTCs B CETHU.

MHOrme noApOCTKM JErkOMbIC/IEHHO OTHOCATCA K nybnmkaumm nMYHOMU
nHpopMaumn B MIHTEpHeTe, He MOHMMash BO3MOXHbIX MocneacTemn. Tbl gaxe He
CMOXelWb AoragatbCs O ToM, 4yTo doTorpadus, pasMmelleHHas 5 net Haszag, cTana
NPUYNHON OTKa3a NpUHATb Tebs Ha paboTy.

KoMmMeHTapuu, pasmeuweHne TBonx dortorpadumin u agpyrme AenCTBUS MOryT He
MCYE3HYTb Aaxe Mnocse TOro, Kak Tbl UX yAanulb. Tbl HE 3HaelWb, KTO COXpaHun 3Ty
WHpOopMaumMio, nonana Sim oHa B MOUCKOBblE CUCTEMbI UM COXpaHWNacb SIN OHa, a
rNaBHOE: YTO NoAyMatloT o0 Tebe okpyxXatLine nam, KoTopble HAaNAYT N YBUAST 3TO.
Hantn wnHdopMaumio MHOro net cnycrs cMoxetT awbon - kKak u3 Ao06pbix
noby>xaeHui, Tak U C HAMEpPeHNeM NPUUYUHUTL Bpea. DTO MOXET bbITb KTO YroAaHOo.

OCHOBHbIe CcOBETbI N0 3awmTe UMdpoBOM penyTaunmn:

1. Moaoyman, npexae 4yeM 4to-To Ny6/IMKOBaTb M NepenasaTtb y ceba B 6nore
WIN B COLIMANIBHON CETHU;

2. B HacTporkax npodwuns ycTaHOBM OrpaHUYEHMs Ha MNPOCMOTP TBOEro
npoduns n ero COAEPXMUMoro, caenam ero Tosbko "ansa apysen”;

3. He pasMewan n He ykasbiBan MHGOpMaUKUIO, KOTOpass MOXET KOoro-nmbo
ockopbnaTb nnu obnxaTb.

ABTOpCKOe npaBo

CoBpeMeHHble LUKOJIbHUKHA = dKTUBHbIE NnoJib30BaTeE N LI,VId)pOBOFO
NMPOCTpaHCTBa. OaHako p[daneko He BCe 3HaKT, 4TO Mosib30BaHME MHOMMMKU



BO3MOXHOCTSIMM  umudpoBoro Mupa Tpebyer cobniogeHns npaB  Ha
MHTENNEKTyaNbHYt0 CO6CTBEHHOCTb. TepMUH "nHTennekTyanbHas cob6CTBEHHOCTL"
OTHOCUTCA K Ppas/iIMyHbIM TBOPEHMSM 4YeNOBEe4yeCcKoro yMma, HauumHass C HOBbIX
n3obpeteHnn n 3HaKoB, 0603HaYaLWMX COOCTBEHHOCTb Ha MPOAYKTbl U YCNyru,
M 3aKaH4ymBasg KHuramu, QoTorpadpusaMmn, KMHOMDUIBMaMMU WU My3blKasbHbIMU
Npou3BeAeHNAMN.

ABTOpCKME MpaBa - 3TO MNpaBa Ha WHTe/IeKTyasibHYy0 COB6CTBEHHOCTb Ha
Npou3BeAEeHNa HayKn, nutepaTtypbl U UCKycCTBa. ABTOPCKME MpaBa BbICTynakT B
KayecTBe rapaHTUM TOro, YTO WMHTENNEKTyalbHbIM/TBOPYECKUM Tpya aBTopa He
6yaeT HanpacHbiM, AacT €My CrnpaBeanvBble BO3MOXHOCTM 3apaboTtaTb Ha
pe3ynbTaTax CBOero TpyAa, MNOJY4YUTb M3BECTHOCTb M MNpu3HaHue. HukTo 6e3
pa3peweHns aBTopa He MOXeT BOCNpoOM3BOAUTbL €ro  npousBeaeHue,
pacnpocTpaHsaTb, nNyb6/IM4MHO AEeMOHCTpMpoOBaTb, MpoAaBaTb, WMMNOPTUPOBATb,
nyckaTb B MNpokaT, Nyb/IM4HO MCNONHATb, MOKa3blBaTb/MCMNOMHATL B 3dupe mam
pa3MewaTtb B IHTepHeTe.

Mcnonb3oBaHue "nupatckoro” nporpaMMHoOro obecnevyeHmns MOXeT NpUBECTU K
MHOMMM pUCKaM: OT MOTEPWU AAHHbIX K TBOMM akKayHTaM A0 6/10KMPOBKW TBOEro
YCTPOWCTBA, rae yCTaHOB/IEHA HeNeraabHas nporpamMma. He ctouT Takxke 3abbiBaThb,
YTO CYLLECTBYIOT sieranbHble n 6ecnnaTHble NporpaMMbl, KOTOpPble MOXHO HaMTu B
ceTn.

O noptane

CeTeBHUYOK.p@ - TBOM MMaBHbIN COBETUMK B CeTU. 34€Cb Tbl MOXELb Y3HATb O
6e30nacHOCTM B CETU MOHSATHbIM U AOCTYMHbIM $3bIKOM, @ MPU BO3HMKHOBEHWUU
KPUTUYECKOW cuTyaumm obpaTuTbCA 3@ COBETOM. A TaKXe MPUHSATb ydacTve B
KOHKYpCax U CTaTb CaMbiM UMD POBbIM rpa>aaHUHOM!



